HG Threat . HERJR L

Herjavec Group's Managed Security Services Practice defends global, enterprise-level organizations from increasingly sophisticated,
targeted cybercrime threats. Our industry-recognized HG SOC Operations take on the day-to-day defense of your infrastructure by
monitoring your network, systems and data, 24/7/365. Through a comprehensive suite of Managed Security Service Offerings, we
deliver an integrated, measurable, threat-centric, and holistic service.

Proactive Threat Detection & Response are critical components to advancing your security posture forward.
Many enterprises are challenged to:

Secure & Retain Threat Hunting Talent

Stay Ahead of Emerging Threats

Staff and Maintain a 24/7 Operation to Detect & Respond to events
Isolate and Disrupt attacks before they become Security Incidents
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As part of our mission to drive your Threat Informed Defense, the HG Threat Team supports enterprise engagements with cyber
intelligence experts, and provides inputs to fuel the HG Threat Intel Platform.

THE HG THREAT APPROACH

Herjavec Group Threat combines Threat Modelling, Active Threat Hunting, and HG Threat Intel to enhance your detection and response
capabilities and drive what we call a Threat Informed Defense. \We prioritize continuous improvement and support in driving tangible,
measurable progress in your security posture by benchmarking your detection & response capabilities against industry framewaorks.

HG Threat Modelling Active Threat Hunting HG Threat Intel
and Roadmap Development The HG Threat Hunting team uses Combining industry leading commercial,
Around the clock Security Event Monitoring, — adversarial tactics to hunt across your government and open-source feeds, with
Triage & Escalation from HG's SOC 2 Type 2 endpoint tools. Their findings support in HG engagement specific outputs, the HG
Geo-Redundant, remote SOC infrastructure.  blocking and disrupting attacks, improving ~ Threat Intel platform informs HG SOAR,
detection and add further enrichment to and enriches our HG MSS escalations with
the HG Threat Intel platform. IOC specific data as pivotal part of our
HG MSS workflow.
HG THREAT INFORMED DEFENSE -
As part of your onboarding to HG Managed Security We start by completing a Threat Collection Plan.
Services we prioritize threat-centricity by assessing your The Threat Collection Plan helps us understand your business
coverage from existing log sources in alignment with the and the data sources that matter most. Its inputs are used to
HG Threat Map, across the MITRE ATT&CK Framework. populate the HG Threat Intel Platform.
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We then review your security coverage against the Finally, we apply the HG Threat Package to your Security
HG Threat Map so we understand where your controls Technologies (SIEM/EDR)

need to be hardened:
P We apply the HG Threat package where possible,

P Evaluate your controls against the HG Threat Map, based on your existing-logsources

aligned with the MITRE ATT&CK framework
P Applied at SIEM/EDR level, and integrated with

P Ensures the most prevalent attack vectors are detected HG SOAR
P HG' Assessment of top adversaries, techniques and P Develop a baseline of behavior, and prioritize
sub-techniques, based on MITRE continuous improvement

P We advance your log sources, security controls,
and HG Threat Cases over time

P Playbooks are configured on HG SOAR platform

On a go forward basis, you will partner with our HG Customer
Success team to continue to advance your detection abilities and
your overall security posture.
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Our continuous improvement planning involves:

®@ Enhanced Detection Ability
@ Content Development Whether through an indepen_dent Vulnerability Scan.nlng
engagement or packaged into HG Managed Security
@ Technology Investment Recommendations Services, HG Vulnerability Management supports
® ) q ann an optimized, mature risk program with continuous
Service Roadmap Planning improvement in reducing threats against your organization.
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Robert Herjavec founded Herjavec Group in 2003 to provide cybersecurity products and services to enterprise organizations. We have

been recognized as one of the world’s most innovative cybersecurity operations leaders, and excel in complex, multi-technology
environments. We have expertise in comprehensive security services, including Advisory Services, Technology Architecture &
Implementation, Identity & Access Management, Managed Security Services, Threat Hunting & Management, Digital Forensics and Incident
Response. Herjavec Group has offices and Security Operations Centers across the United States, United Kingdom, Canada and India.

For more information, visit HerjavecGroup.com or contact us at info@herjavecgroup.com.
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